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Introduction

Security is a vital issue when operating a Public Spot.
The focus here is on the encryption of user login data
and not the general traffic over the wireless LAN. This
is relevant to assure the system operator and the us-
ers that the access credentials cannot be misused. This
techpaper describes how certificates are used to pro-

vide adequate security.

HTTPS

To assure that the login data is secure, a combina-
tion of HTTP and SSL (Secure Sockets Layer) known as
HTTPS is used to encrypt the data transmitted between
client and server. In this case the device that provides
the Public Spot service is considered to be the server,
and the client is the device using this service.

HTTPS relies on certificates according to the X.509
standard as specified by the International Telecom-
munication Union (ITU). A certificate consists of two
components; a public key and a signature that is cre-
ated with the use of a private key. The private key al-
ways remains in the possession of the server and is

not transmitted.

Public and “self-signed” certificates

There are basically three different ways to create a cer-
tificate: A “self-signed” certificate, for which the server
signs its public key itself; a public certificate as signed
by a trusted certificate authority (CA); and the third op-
tion whereby the public key is signed by a private CA.

The task of a trusted CA is to ensure that any party
applying for a certificate for a particular domain actu-
ally is the owner of that domain. The aim is to prevent
the misuse of public certificates. If a root certification
authority (root CA) is classified by a web browser as
trustworthy, all certificates that were signed by that
root CA are also considered to be trusted. It follows
that a web browser will treat the login page of a Pub-
lic Spot as trustworthy if it can provide an appropriate
certificate as signed by a public root CA. The security
warnings (Fig.1) triggered when no trusted certificate
is found do not occur.

However, certificates of this type are subject to a fee
and they only remains valid for a limited period, which
is why they are generally used only when the Public
Spot is operated for commercial purposes.

The browser security warnings triggered by “self-
signed” certificates are unavoidable, because the
browser initially does not consider the web server to
be trustworthy. However, self-signed certificates also
have their advantages. First of all, they are generated
on demand by the server and do not have to be re-
quested and, secondly, a self-signed certificate is free

of charge because no external services are involved.

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
eeeeee

We recommend that you close this webpage and do not continue to this website.
@ Click here to dlose this webpage.
@ Continue to this website (not rec

ommended).

@ More information

Fig. 1 Security warning from Internet Explorer
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Logging on

When an attempt is made to connect to a web server,
the certificate is transferred to the client, which then
checks whether the certificate is trustworthy. Copies
of the certificates from the root CA, containing their
public key and signed with their private key, are stored
by the web browsers. If the signature is classified as
being authentic, the client generates a random session
key that is encrypted using the web server’s public key.
This key is sent to the web server, which uses its pri-
vate key to decrypt the data.

Now both parties, server and client, have the session
key. This is used to set up an SSL tunnel with 128-bit
encryption between the web server and the client, and
this tunnel can be used to transfer data between the
two parties. In this way the login data is encrypted and
cannot be misused by third parties.

The process of logging on is illustrated in fig. 2.

Client

Additional security
A worthwhile consideration when operating a Public
Spot is to utilize a firewall and block certain ports and

protocols to prevent misuse.

User experience

A very important aspect for operating a Public Spot is
the user experience it offers. For this reason, operators
should make use of public certificates to avoid security
warnings from the browser which cause users to be

suspicious and reticent.

Purchasing certificates

Certificates that have been signed by a trusted root
CA can be purchased from the relevant companies. Ex-
amples of companies that offer an this service include
Deutsche Telekom (Telesec) and Verisign. The cost for
standard certificates amounts approximately to a low

double-figure sum in Euros per month.
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Fig. 2 Diagram of the HTTPS login procedure
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Implementation

Once the certificate is available, it must be stored in
the device. With LANCOM devices, this can be done
very conveniently with the aid of LANconfig or WEB-
config (fig. 3). Additionally, the name that refers to the
certificate must be entered into the Device hostname
field (fig. 4) with the help of WEBconfig or at the com-
mand line. Please ensure that the name is resolved for

the corresponding IP address of the device.

Summary

When operating a Public Spot for commercial pur-
poses, we strongly recommend that you use a trusted
certificate. This offers better security and it avoids the
suspicion and reticence that users feel when faced
with security warnings from their web browsers. These
certificates are economical and easy to obtain and
they are quickly and easily integrated into LANCOM

Public Spot solutions.

— @ System information
- & Configuration

= & LCOS Menu Tree
A Status

Setup

P Firmware
Other

= [§5 File management
B & Extras

B[ HTTP-Session

B Logout

@) LCS-1823-PM - Connected as root - Mozilla Firefox M|[=1 =
File Edit Wiew History Bookmarks Tools  Help
L Lc5-1823-PM - Connected as roat | + -
y * -'.-\. I L http:192.168. 1.1 Fleupload/?CONFSID=286b64b1 eeadafacaf 24eatb449ateBoF a3 ik e] I';." Google )‘:'] @' k.3
B ¥ Setup Wizards
Upload Certificate or File LANCOM

Systems

... COnNnneaecting yoeur business

Upload Certificate or File

Select which file you want to upload, and its name/flocation, then click on ‘Start Upload®
In case of PKCS12 files, a passphrase may be necessary.

File Type:

| SSL - Container as PKCS#12-File (* pie, *p12)

— [B Logout

Passphrase (if
required):

ara nadfnrmad b -0

Fig. 3 Uploading a certificate with WEBconfig
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Fig. 4 Entering the device name in WEBconfig

www.lancom.de

LANCOM

LANCOM Systems GmbH | Adenauerstr. 20/B2 | 52146 Wiirselen | Deutschland | E-Mail info@lancom.de

Systems

© 2011 LANCOM, LANCOM Systems and LCOS are registered trademarks. All other names or descriptions used may be trademarks or registered trademarks of their owners. Subject to change without notice. No liability for technical errors and/or omissions. 10/11



